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ABSTRACT

Previous work has proposed using voxel-based graphical passwords
(VGPs) for Virtual Reality (VR) as a secure, easy-to-remember
way to authenticate users. Moreover, eye-tracking technology adds
another level of security, as it avoids observational threats when
entering the password. However, previous work has yet to evalu-
ate the user performance, usability, and memorability of different
combinations of VGPs. In two user studies, we first identified the
best combination of shape and volume for VGPs. Then, we compare
3D versus 2D VGPs. Our results show that a cube is the best shape
regarding usability and user preference. We also identified that 2D
VGPs are easier to remember than 3D VGPs, as shown by a higher
password accuracy and lower error rate. Our results inform the
implementation of VGPs and other graphical passwords in VR.

Index Terms: D.4.6 [Security and Protection]: Authentication—
; H.5.1 [Multimedia Information Systems]: Artificial, aug-
mented, and virtual realities—; H.5.2 [User Interfaces]:
Evaluation/methodology—;

1 INTRODUCTION

Graphical passwords are authentication methods utilizing images [9],
which makes them secure [8] and memorable [5]. These character-
istics have made them popular for Virtual Reality (VR) authentica-
tion [14]. In this paper, we focus on one type of graphical passwords
called voxel-based graphical passwords (VGPs), which are either
2D or 3D shapes made of cubes. See Fig. 1. These types of pass-
words allow users to select a combination of cubes in the shape of
their password and use their color and position as memorability aids.
Moreover, past work has proposed using eye-gaze as an input method
for VGPs [18], which solves two problems with authentication in
VR: 1) observation threats when entering the password by hiding
the user eye-gaze behind the VR head-mounted display (HMD) [11],
and 2) improving the interaction performance, as eye-gaze is an
accurate and fast input method [16]. However, the effect of a VGP
shape, type, and volume on user performance, memorability, and
usability is unknown [8].

In this paper, we first evaluated the usability of different shapes
and volumes of 3D VGPs and how they affect user preference. Our
results show an interaction between shape and volume, where a cube
with a small volume was the best shape regarding task completion
time, selection accuracy, and rotations. We also found that users
prefer a cube and star over a sphere and a pyramid. The second
study focuses on understanding the user performance, preference,
and memorability of VGPs by comparing 2D and 3D VGPs. Our
results show that 2D VGPs provide the best user experience and are

*e-mail: prashant.rawat@dal.ca
fe-mail:rumeysa.turkmen @stu khas.edu.tr
fe-mail:cnwagu@dal.ca
$e-mail:kissinger.sunday @dal.ca
fe-mail:mbarrera@dadl.ca

easier to remember than 3D VGPs, as shown by a higher password
accuracy and lower error rate. These results extend previous work
investigating authentication within VR using graphical passwords [1,
14]. Finally, we made recommendations for future designers of
authentication methods for VR.

2 RELATED WORK
2.1 Authentication Methods for VR

There is a wide range of VR authentication methods, includ-
ing knowledge-based [14], token-based [21], multifactor ap-
proaches [22], and graphical passwords [14, 18]. For graphical
passwords, past work has suggested requiring users to select an area
of a 3D shape [14, 18] or specific environmental elements [2].

Regarding evaluating the usability of graphical passwords for VR,
Mathis et al. [14] found that interacting with a 3D cube had high
authentication speed, resistance against observational threats, and
seamless integration into established VR applications. Other work
has studied the usability of cue-based authentication using graphical
passwords [1]. Finally, other work have compared different input
methods for authentication in VR [11]. Yet, we did not find an eval-
uation of different graphical passwords regarding user performance,
usability and memorability.

2.2 Gaze User Interfaces

Previous work has found an advantage of using eye-gaze for authen-
tication [11, 19]. For example, De Luca et al. [6] assessed three
eye gaze interaction techniques for PIN entry and showed that in-
corporating eye gaze increased accuracy and enhanced the overall
usability of their system. Yet, they recommended further research
in this domain. VoxAuth [18] is a VGP that uses eye gaze as an
input method. Yet, the authors did not evaluate their system. Here,
we extend these past works by assessing the user performance and
memorability of VGPs.

3 MOTIVATION & RESEARCH QUESTIONS

‘We aim to understand better the use of VGPs for authentication in
VR, as their impact on memorability remains unexplored [1]. For
VGPs, it is also unclear the differences in usability between shapes
and volume regarding user preference and performance [12]. Thus,
our research questions are: RQ1 what is the best volumetric shape
for 3D VGPs? RQ2 does 3D VGPs improve user performance and
memorability over 2D VGPs? And RQ3 how do 3D VGPs affect
the user experience? By answering RQ1, we identify how differ-
ent shapes and volumes affect their usability and user preference.
RQ2 and RQ3 help us identify the differences in user performance,
memorability and preference amongst 2D VGPs and 3D VGPs.

4 USsER STUDY 1
4.1 Voxel-based Graphical Password System

We adapted a 3D VGP called VoxAuth [18] to include four shapes
and three volume levels. Past work found that familiarity helped
with the memorability of a shape [15], which is why we chose a
pyramid, a sphere, a star, and a cube. Each shape had three different
volume levels, i.e., the number of voxels making up the shape: easy,



medium, and hard. The number of voxels in a shape influences the
password length, and by evaluating three volume levels, we can
understand how the number of voxels in a shape affects its usability.
The voxel count increases consistently from easy to hard, but each
shape has a different number of voxels to preserve its distinctive
features. Keeping the distinctive features of each shape helped
with memorability, as the unique features are always noticeable.
Finally, each voxel face had a different color-blind accessible color
to help identify the different faces. Fig. 1 show all the 3D VGPs
combinations used in the study with the number of voxels

Increasing difficulty =
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Figure 1: The voxel-based shapes. The participants select the voxels
with non-solid textures in a specified order.

We developed the system using Unity 2021.3.16f1. We used the
Meta Quest Pro with its controllers as the VR headset.

4.2 Methodology

Participants We recruited 12 participants (7 female, 5 male)
from the local university. Their ages ranged from 18 to 35
(M=23.416, STD=4.733). No participant suffers from color blind-
ness. Regarding their experience with graphical passwords, five
were reported as beginners, two as novices, four as intermediates,
and only one as an expert. Yet, no participant had used VGPs before.
One participant had no VR experience, two experienced VR 1-3
times, and the rest experienced VR more than five times.

Experimental Design We designed a two-factor within-subject
study with four Shapes (45 = cube, pyramid, sphere, and star) and
three Volume levels (3y; = easy, medium, hard). For password
length, all passwords were four voxels long. Each participant per-
formed four shapes with three volume levels (4s x 3y = 12 condi-
tions (12¢,) each) with three repetitions (3;¢5), which resulted in
(12¢o X 12pars X 3rep) 432 tasks in total. The order of conditions
across within-subject dimensions was counter-balanced using a Latin
Square.

Procedure The experiment happened in a noise-free room.
Upon arrival, the participants signed the consent form and under-
went the Ishihara Color-blindness test. During the study, participants
remained seated and used the Quest Pro Controller with their domi-
nant hand. See Fig. 2 (a). Participants had to point to a specific voxel
using their eye-gaze and select them by pressing a button on the con-
troller, see Fig. 2 (a) and (d). Participants were also allowed to rotate
the shape with the thumbstick as needed. All 12 conditions (Fig. 1)
had a fixed password length of four voxels, which participants had
to select in a specific order. Participants had to select the voxels with
the correct textures in the shape in the same order as the reference

image (Fig. 2 (c)). The participants could not unselect a voxel once
selected to understand each condition’s selection difficulty better.
After choosing all 12 passwords, the participants rested for two min-
utes between each repetition. Finally, after completing all the tasks,
participants completed the post-experiment questionnaires.
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Figure 2: (a) Participant performing experiment, (b) Participant set-
tings, (c) Reference screen showing voxel images in order for pass-
word selection, and (d) Eye-gaze pointing on 3D VGP

4.3 Evaluation Metrics

We averaged the three repetitions by condition to get the final data.
Next, we describe the data collected and its use:

* Task Completion Time: We logged the time when the user
starts and finishes a new condition, which measures the user
performance, e.g., how fast they found all the voxels.

¢ Selection Accuracy: We considered whether participants se-
lected the correct voxels in the proper order. Accuracy was
calculated as 100% when the participants selected all voxels
correctly. For every mistake, we deducted 25%, as participants
could only select four voxels.

* Error Rate: We considered whether the system granted access,
e.g. if participants selected the correct voxels in the correct
order. If the system gave access, the error rate was calculated
as 0% and 100% if not. We use this info to understand the
difficulty of correct authentication using 3D VGPs.

¢ User Click Accuracy: We recorded the number of times the
user pressed the trigger button. If participants made four selec-
tions, click accuracy is 100%. For each extra voxel selection,
click accuracy is reduced by 25%. We use the user click to
identify eye-gaze accuracy.

* Rotation: We recorded the number of times the user rotated
the shape in a task. We use rotations to identify how easy it
was to find the correct voxel, e.g., more rotations mean the
participant had more trouble finding the voxel.

* User Experience: Participants answered a post-study survey
with open questions, where we asked their preferences and
reasons for them.

4.4 Results

The data were analyzed using Repeated Measures (RM) ANOVA in
SPSS 27. To check the normality of data, Skewness (S) and Kurtosis
(K) were used where S and K values are within the range of +1 [10].
None of the data was normally distributed, so we used aligned rank
transformation (ART) [20] to normalize data.



Table 1: Two-Way RM ANOVA results for study 1. Grey background

shows a statistically significant result.
Shape (S) Vol. Level (VL) SxVL

Task F(3,33) =5.167, F(2,22) =0.119, F(6,66) = 6.049,

Completion p = 0.005, p=0.888, p < 0.001,

Time n%=0.320 n%=0.011 n%=0.355

Selection F(3,33) =2.522, F(2,22) = 1.676, F(6,66) = 7.692,

Accuracy p=0.075, p=0.21, p < 0.001,
n?=0.186 n%=0.132 n%=0.412

Error Rate =~ F(3,33) =4.462, F(2,22) =0.310, F(6,66) = 1.742,
p=0.01, p=0.737, p=0.125,
n?=0.289 n% =0.027 n%=0.137

User Click  F(3,33) = 0.668, F(2,22) =3.138, F(6,66) =2.537,

Accuracy p=0.578, p=0.063, p =0.029,
n?=0.57 n?=0.222 n%=0.187

Rotation F(3,33) = 1.490, F(2,22) =8.753, F(6,66) = 12.828,
p=0.235, p=0.002, p < 0.001,
n?=0.119 n% =0.443 n%=0.538

Task Completion Time The results show significant differ-
ences in task completion time for shapes but not volume level. A
post hoc analysis shows that participants were faster with the cube
than the star (p = 0.005) and pyramid than the star (p = 0.046). See
Fig. 3(a). We also found a statistically different interaction between
shape and volume level. Our results show that for the cube, partici-
pants were faster with the easy (p < 0.05) and medium (p < 0.05)
volume than the hard volume. For the sphere, participants were
faster with the medium than with the hard (p < 0.05) volume. Lastly,
for the star, participants were faster with the hard than the medium
volume (p < 0.05). See Fig. 3(d) for the results.

Selection Accuracy The results show a significant interaction
between shape and volume level. A post hoc analysis shows that for
the cube, password accuracy is higher with the easy volume than the
hard volume (p < 0.05). Also, for the pyramid, accuracy is higher
with the easy than the medium volume (p < 0.001) and than the hard
volume (p < 0.05). See Fig. 3(e) for the results.

Error Rate There is a significant difference between shapes in
terms of error rate. A post hoc analysis shows that the error rate is
less with the sphere than the star (p=0.035) (Fig. 3(b)).

User Click Accuracy There is a significant interaction between
shape and volume level. For the cube, click accuracy is higher with
the easy volume than the medium (p < 0.05) and than the hard (p <
0.05). For the pyramid, click accuracy is higher with the easy volume
(p < 0.05) and the hard volume (p < 0.05) than the medium volume.
For the sphere, click accuracy is higher with the easy volume than
the hard volume (p < 0.001). Lastly, for the star, click accuracy is
higher with the easy volume than the hard volume (p < 0.05). See
Fig. 3(f) for the results.

Rotation Count There is a statistical difference between vol-
ume levels, but not for shapes. The post hoc results show that
participants rotated more on easy than on medium volume level
(» = 0.003). The interaction between shape and volume level also
shows a statistical difference. For the cube, participants rotated more
with the easy volume than the medium volume (p < 0.05) and the
hard volume than the medium volume (p < 0.05). For the sphere,
participants rotated more with the easy volume than the medium
volume (p < 0.05) and hard volume than the medium volume (p
< 0.001). Finally, for the star, participants rotated more with the
medium volume than the easy volume (p < 0.05) and than the hard
volume (p < 0.001). See Fig. 3(g) for the results.
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Figure 3: Two-way RM ANOVA results for study 1 for a) task com-
pletion time for shapes, b) error rate for shapes, and c) rotations for
volume levels. Interactions between shape and volume level for d)
task completion time, e) selection accuracy, f) user click accuracy, and
g) rotations. * indicates p<0.05 significance level while ** indicates
p<0.001 significance level.

User Experience: Four participants preferred the cube, four
preferred the star, one preferred the pyramid, and three preferred the
sphere. The participants who preferred cube commented “Less com-
plex as a shape.” and “It is easy to focus on the cube.” Participant
who preferred pyramid commented: “...I was able to select given
references faster”. Participants who preferred sphere commented:
and “...it
was easy and comfortable to use...”. Lastly, those who preferred star
commented: “...I would like to prefer hardest one to create strong
password” and “...It seemed like a complex password for anyone to
be able to crack into when I set it”. ]

4.5 Discussion

We evaluated different shapes and volume levels of 3D VGPs to
better understand their usability and user preference.

For usability, we measured user performance in terms of time and
rotations to gauge the ease of locating voxels. We found that simpler
shapes (cube and pyramid) outperformed complex ones (star). This
result aligns with prior research [13] and extends it by highlighting
a non-linear interaction between volume and shape. The medium
volume level was the slowest for some shapes (star), fastest for others
(sphere), and showed no difference for specific shapes (pyramid).
The rotation interaction results further verify the interaction between
volume and shape. The position and accessibility of voxels within



shapes likely explain these differences. For instance, increased
volume in the pyramid added height, while in the star, it introduced
more details to the sides. Participants executed more rotations in the
easy volume, possibly due to its fewer salient features, hindering
memorization, as noted in previous studies [1,14]. We also measured
user performance in voxel selection using accuracy, error rate, and
user click accuracy. Despite variations in voxel numbers across
shapes and difficulty levels, no shape effect was observed. However,
an interaction between shape and volume emerged. Easy volume
exhibited higher user click accuracy than medium and difficult levels.
These findings align with 3D selection, emphasizing the impact of
object density on accuracy [3]. When looking at selection accuracy
more in-depth, we found an interaction for the cube and the pyramid,
where the easy level performed better than the medium level but
no interaction for the sphere and the star. These results show the
importance of using shapes with salient elements (sphere and star)
as 3D VGPs, as the volume influences them less. Finally, for user
preference, the cube and the star were the most preferred shapes.
Interestingly, the participants who chose the cube focused on their
user experience and how easy it was to select the voxels. On the
other hand, the participants who selected the star focused on the
feeling of security, as the shape made them believe it was more
secure.

In conclusion, the cube was the best shape for 3D VGPs, which
answer RQI. Our results also show that when selecting the shape
of 3D VGPs, it is important to consider how the number of voxels
affects a shape’s salient features. Yet, easy, symmetrical shapes like
the cube offer the best trade-off between selection accuracy, speed,
and user preference. On the other hand, more complex shapes like
pyramids, spheres, and stars are more dependent on the interaction
between volume and voxel positions.

5 USER STUDY 2
5.1 Authentication Systems

We used the same VGP system as in study 1 (Sect. 4.1). For 3D
VGPs, we used a cube and a star, as those were the shapes the user
preferred most. For 2D VGPs, we used a square and a 2D star, as
those are the same shapes as the 3D VGPs without depth. For the
volume level, e.g., the number of voxels in shape, we chose the hard
difficulty (64 voxels) because this condition provides high password
variability without affecting user performance. Finally, we had two
password difficulties based on password length: easy (4 voxels) and
hard (6 voxels). We choose these lengths on spatial memory theory,
where people cannot remember the location of seven objects at the
same time [5].

The user selected the voxels in a similar way as in study 1. The
only difference was that for the 3D VGPs, participants could rotate
shapes using the controller thumbstick and reset them to their origi-
nal pose by pushing down on the thumbstick, enabling exploration
of all faces. For 2D VGPs, we turned off the rotation function.

Cube Square 3D Star Flat Star

Easy
Hard | 6 Voxel Password |

4 Voxel password

Figure 4: Experimental conditions for study 2.

5.2 Methodology

Participants: We recruited 20 participants (5 female, 15 male)
from the local university. Their ages ranged from 19 to 47 (M=23.85,

STD=5.98). Nineteen were right-handed, and one was left-handed.
No participant suffers from color blindness. Regarding their expe-
rience with graphical passwords, seven reported as beginners, nine
as novices, four as intermediates, and none reported as experts. No
participant had used a VGP before.

Experimental Design We designed a two-factor within-subject
study with four Types (47 = 3D cube, square, 3D star, and 2D star),
two Difficulty Level (2pr = easy, hard). Each participant performed
four types with two difficulty levels (47 X 2pr = 8 conditions (8¢,)
each) with two repetitions (2/¢p), which resulted in (8¢, x 20p4,r X
2¢p) 320 tasks in total. The order of conditions across within-subject
dimensions was counter-balanced using a Latin Square.

Procedure The experiment procedure was similar to study 1
(Sect. 4.4). The difference lies in how the participant saw and
memorized the passwords. For each condition, the participant inputs
the password twice: the first time with the password shown in the
reference screen (Fig. 2 (c)). After inputting the password from the
reference, the participant had 30 seconds to memorize it. Then, they
enter the password a second time from memory.

5.3 Evaluation Metrics

We logged task completion time, selection accuracy, error rate, user
click accuracy, and user experience as described in Sect. 4.3. Ad-
ditionally, to the open questions about the user experience, we col-
lected the System Usability Survey (SUS) [4] to measure the usabil-
ity of the system on a scale of 1 (strongly disagree) and 5 (strongly
agree).

5.4 Results

The data were analyzed using three-way ANOVA in SPSS 27 for
shape (cube and star), type (2D and 3D) and level (easy and hard).
The data deviated from normal distribution except for the time vari-
able, for which we applied a log transformation. The rest of the data
was normalized by applying ART [20]. Statistical results are shown
in Table 1. Results are shown in Table 2.

Task Completion Time We averaged time for each condition.
The results show significant differences between types. A post hoc
analysis shows that participants were faster with 2D VGPs than
3D VGPs (p < 0.001) (Fig. 5(a)). We also found that difficulty
level significantly affects task completion time. The post hoc results
indicate that participants were faster with the easy level than with
the hard level (p < 0.001) (Fig. 5(b).

Selection Accuracy The results show a significant effect on
type in terms of selection accuracy. A post hoc analysis shows that
participants submitted more accurate passwords with 2D VGPs than
3D VGPs (p < 0.001)(Fig. 5(c)). The results also show a significant
effect on difficulty level where the selection accuracy was higher
with the easy level than the hard level (p = 0.001) (Fig. 5(d)). Lastly,
results show a significant interaction between type and difficulty
level. The post-hoc analysis indicates that participants submitted
more accurate passwords with the easy level than the hard level in
3D VGPs (p < 0.05) (Fig. 5(g)).

Error Rate There is a significant difference between types in
terms of error rate. The post hoc analysis shows that the error rate is
less with 2D VGPs than with 3D VGPs (p < 0.001)(Fig. 5(e)). The
results show a significant difference between difficulty levels. The
error rate is less with the easy difficulty level than the hard one (p <
0.001) (Fig. 5(f)).

SUS: We asked participants to evaluate each method separately.
We found that 2D VGPs received an excellent ‘B’ grade, and 3D
VGPs received a good *D’ grade.



Table 2: Three-Way ANOVA Results for Shape, Type and Difficulty Level. Grey background shows statistically significant results

| | Shape (S) Type (T) | Difficulty Level (DL)

SxT SxDL TxDL SxTxDL

F(119)=0.001, p = 0.983, | F(1,19)=86917, p <0001,
72 =0.001 n?=0821

F(1,19)=59.283, p < 0.001,

Task Completion
n?=0.757

Time

F(1,19)=1.217, p = 0.284,

F(LI9)=1212,p= 0311, | F(1L19)=2.131,p=0.161, | F(1.19)=0.365, p =053,

2 =0.060 2=0.054 2=0.101 n%=0.019

F(1,19)=14.473, p = 0.001,
n2=0432

Selection Accuracy

n? =0.065 =0.765

F(1,19)=5.759, p = 0.083,

n?=0.150 n?=0.166 n?=0.251 n2=0.0

F(1,19)=1.237, p=0.280, | F(, 19) 27097, p < 0001,
7% =0.061 n%=0.588

F(1,19)=14.573, p = 0.001,

‘ Error Rate ‘ 2= 0434

F(1,19)=0.374, p = 0.548,

F(1,19)= 3669 p=0.071, | F(1,19)=2.118, p=0.162, | F(1,19)= 2078 p=0.166,

72=0019 n2=0.162 n2=0.1 n%=0.99

F(1, 19)=1.861, p=0.188,

F(1,19)=1.312, p = 0.266, ‘ OF(1, 19) 61728, p < 0.001,
‘ n%=0.089

User F(1, 19)=0.274, p = 0.607, F(1, 19)=0.557, p = 0.465,
Click Accuracy n2=0.014 n%=0.028

F(1, 19)=0.840, p = 0.371,

F(1,19)=7.331,p=0.5, F(1,19)=2.811,p=0.11, | F(1, 19)=0.588, p = 0.452,

‘F(l ,19)=3.771, p = 0.067, ‘ F(1,19)=6362, p < 0.05, ‘ F(1,19)=0.002, p = 0.968,
‘ n%=0.0278 ‘ n%=0.128 ‘ n%=0.03

n2=0.042
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Figure 5: Three-way RM ANOVA results for the shape, type and
difficulty level analysis: a) task completion time results for type, b) task
completion time results for difficulty level, c) selection accuracy results
for type, d) selection accuracy results for difficulty level, e) error rate
results for type, f) error rate results for difficulty level and g) selection
accuracy interaction results between type and difficulty level.

User Experience: We asked participants which password
method they would prefer and why. Fourteen preferred 2D VGPs,
and the rest preferred 3D VGPs. Participants who preferred 2D
VGPs commented: “2D method was easy to understand, remember,
and use...” and “...I was able to find the colors quickly.” Participants
who preferred 3D VGPs commented: “It was hard for anyone to
guess as there are numerous possibilities.” and “... It is hard to be
broken.”. Lastly, we asked participants what they liked and disliked
for each password method. The participants commented that they
liked the 3D VPGs as "difficult to crack” and “difficult for others to
remember”. They also commented: "I didn’t like the amount of time
I was given to memorize the sequence” as reasons for disliking the
3D VPGs. Participants commented: ”Simple to use” as the reason
for liking 2D VPGs. On the other hand, they stated: ”Not as detailed
as 3D” for what they disliked about 2D VPGs.

5.5 Discussion

Study 2 compares 3D and 2D VGPs to understand user performance,
preference, and memorability. Next, we discuss the insight derived
from this study:

When looking at the user performance, we analyzed task com-
pletion time and click accuracy. Our result shows that participants
exhibited quicker password entry times when using 2D VGPs than
3D VGPs. Yet, the time difference (23.2 s) can be explained as the
time needed to rotate the shape. Easier passwords were also faster
and more accurate due to the time it takes to enter all characters.

We also focus on the memorability. We analyzed the password
accuracy and the error rate. The results show higher accuracy and
lower error rates when using the 2D VGPs than 3D VGPs. These
results show that 2D VGPs do not suffer the steep learning curve
compared to other graphical passwords [2], as users could have
a higher performance and memorability with 2D VGPs than 3D
VGPs. Yet, 3D VGPs are affected by the need to manipulate them to
identify the correct voxel, which requires a higher spatial ability [7]
and increases performance time.

Finally, we evaluated the user experience. 14 participants pre-
ferred 2D VGPs, rating them as excellent due to their strong memo-
rability and usability. Specifically, 2D shapes are flat and exist on a
single plane [17], which helps users avoid confusion when recalling
previously entered passwords. In summary, the answer to RQ?2 is
that 2D VGPs improve user performance over 3D VGPs, and the
answer to RQ3 is that 2D VGPs improve the user experience.

6 RECOMMENDATIONS FOR GRAPHICAL PASSWORDS IN VR
AUTHENTICATION

This work investigated various factors influencing usability, user
preference, and memorability of VGPs, including shape, volume,
and password length. Our results contribute insights to designing
and implementing user-friendly authentication systems for VR ap-
plications with graphical passwords.

¢ Graphical Password Shapes: Study 1 showed that simpler
graphical passwords are more practical and usable than com-
plex ones (cube than the star). Yet, we also identified the
importance of utilizing shapes with salient elements, as that
might prevent some of the issues with complex shapes (larger
volumes), e.g., reduced performance, and make it easy to re-
member which element to select. Future VR application de-
signers should consider a wide range of shapes and volumes
for VGPs, but if simplicity is required, the cube is a good
shape.

¢ Graphical Password Memorability: Graphical passwords
have demonstrated advantages that enhance memorability, es-
pecially when using personalized objects [15]. Yet, the results
of Study 2 show that increasing the password length from 4
to 6 voxels decreased user performance, as demonstrated by
a higher task completion time and error rate. Based on these
findings, we recommend future VR application designers keep
the password length as short as possible and add other elements
to increase password complexity, like having to identify the
shape.



* Using 3D Graphical Passwords: Study 2 found that 2D VGPs
are overall better than 3D VGPs, regardless of the shape used.
For example, 2D VGPS were faster, with higher selection accu-
racy and less error rate than 3D VGPs. Moreover, 2D VGPs got
a B SUS grade, whereas 3D VGPs got a D. Finally, participants
preferred 2D VGPs over 3D VGPS. These results, together
with previous work on the importance of spatial abilities for
3D manipulations [7], show that even for VR authentication
methods, 2D VGPs are better than 3D VGPs. We recommend
future VR application designers use 2D graphical passwords
for VR authentication. If using 3D graphical passwords, it is
important to incorporate ways to reduce the spatial memory
needs of the user.

* Eye Gaze as an Input Method for Graphical Passwords in
VR: Our two studies identified that the user click accuracy, e.g.,
if they could point to the desired voxel, follow the same rules
of 3D pointing, e.g., a trade-off between the size of an element
and the selection time [3]. Yet, we also identified that user
click accuracy is higher with 2D VGPs than with 3D VGPs due
to the ability to have fixed voxels. Based on these results and
the advantages of using eye-gaze for authentication methods
in VR identified by previous work [13], we recommend using
eye-gaze as an input method for graphical passwords in VR.

7 LIMITATIONS

This paper compared a limited number of shapes (cube, pyramid,
sphere, and star). Moreover, each shape had a different number
of voxels, as standardizing them made the shapes unrecognizable.
Future work should evaluate more shapes and shapes with the same
number of voxels to verify our results. Future work should also
evaluate the security aspects of VGPs, as our study focused on user
performance and usability. Lastly, the study primarily examined
short-term user interactions and performance for authentication,
while we did not explore long-term usability and adaptation. Future
research may investigate how users adapt to VGPs over prolonged
periods.

8 CONCLUSION

In this paper, we evaluated VGPs in VR using eye-gaze as the input
method. Our results enable us to gain insights into user preferences
for specific types of VGPs within VR environments; it also enhances
our understanding of the types of VGPs that can significantly impact
a user’s ability to engage with VR-based authentication applications.
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